
Welcome to Norwich

Proudly collaborating Naked Wines



Welcome to Cyber East

Cyber East is an industry body that 

works alongside the UK Government to 

develop the cyber security industry in 

the UK. 

Our aim is to partner with cyber security 
businesses in the East of England and 
provide a platform for collaboration and 
growth within the Cyber Security industry. 
of England and provide a platform for 
collaboration and growth within the Cyber Security 
industry.

Shaun 
Mary



Agenda

1730-1745 - Registration
1745-1800 - Open & Welcome from Cyber East
1800-1815 - Open & Welcome from Pete Chenery, Naked Wines
1815-1855 - Guest Speaker - Jack Smith, CovertSwarm
1855-1925 - Compliance/AI Panel Debate (Jack Smith & guests)
1925-1930 - Closing Thoughts & Prize Draw
1930-2015 - Networking & Pizza
2100         All must exit / Security lock up
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GLOBAL THREATS
NEED GLOBAL COMPLIANCE
THE OFFENSIVE SECURITY PERSPECTIVE
Jack Smith |  Red Team Hive Leader  |  CovertSwarm



AGENDA



WHAT WE'LL COVER

01   The Global Threat Landscape

       Threats, APTs, motives and actor convergence by region

02   Targeting Global Organisations

       How we approach offensive ops against multi-region targets

03   Case Studies

       Real-world examples of global attack surface exploitation

04   AI & The Evolving Threat

       How AI is changing the game for attackers and regulators

05   Legislation & Testing Frameworks

       DORA, TIBER-EU, CBEST and how they shape testing

06   The Compliance Gap In Practice

       What we actually find on red team engagements

07   Turning Compliance Into Resilience

       From checkbox to measurable cyber confidence



THE GLOBAL
THREAT
LANDSCAPE



THREATS VARY BY LOCATION

Regional Threat Actors

Nation-state actors operate with different objectives depending on 
geopolitical context

•China / APT41, APT10

IP theft, supply chain, long-term espionage

•Russia / APT28, APT29, Sandworm

Disruption, influence ops, critical infrastructure

•North Korea / Lazarus Group

Financial gain, crypto, sanctions evasion

•Iran / APT33, APT35

Regional rivals, energy, destructive payloads

What This Means For You

Your threat profile changes the moment you expand into a new region

•Different regions attract different adversaries with distinct motivations

•Regulatory environments signal what data is valuable and protected

•Local infrastructure and supply chains introduce region-specific risk

•Cultural attitudes to security awareness vary significantly



APTS, CULTURE & MOTIVES

Understanding adversary motivation is critical to realistic threat modelling

Espionage  —  State-sponsored long-term access to steal IP, trade secrets, and government intelligence.

Financial  —  Ransomware, banking trojans, cryptocurrency theft. Blurred lines between criminal and state.

Disruption  —  Wiper malware, DDoS, critical infrastructure. Tied to geopolitical escalation.

Hacktivism  —  Ideologically motivated. Defacement, data leaks. Resurgent with geopolitical conflicts.

Insider Threat  —  Cultural and regional factors influence insider risk. Foreign intelligence recruitment varies.



REGIONAL THREAT INTELLIGENCE

How the threat landscape shifts as you cross borders

EMEA  —  Heavy regulatory pressure (GDPR, NIS2, DORA). Russian-nexus threats dominate. Financial services and energy are primary targets.

APAC  —  China-nexus APTs focused on IP theft and supply chain compromise. Rapid digitalisation expanding attack surfaces.

Americas  —  Diverse threat profile: state-sponsored, criminal, hacktivist. Sector-specific regulation. Critical infrastructure targeted.

Middle East & Africa  —  Iranian-nexus operations. Oil and gas targeted. Emerging digital economies with limited mature security.



THREAT ACTOR CONVERGENCE

The neat categories are breaking down — adversaries are blending tactics, sharing tools, and blurring attribution

State-Sponsored + Criminal  —  Russia tolerates ransomware gangs that align with state interests. Groups like Conti operated with implicit state protection, 

blending espionage with extortion.

State-Sponsored + Financial  —  North Korea funds its weapons programme through cryptocurrency theft. Lazarus Group operates like a criminal enterprise 

with nation-state backing.

Hacktivism + Intelligence  —  Hacktivist groups are increasingly co-opted by intelligence services. What looks like grassroots activism may be state-directed 

disruption.

Shared Tooling & Infrastructure  —  Commercial spyware, leaked offensive tools (Cobalt Strike, NSO), and underground markets mean capabilities once 

reserved for nation-states are widely available.

Implications For Defence  —  You cannot defend against one category alone. Your threat model must account for adversaries who operate across multiple 

motivations simultaneously.



TARGETING
GLOBAL
ORGANISATIONS



HOW WE APPROACH GLOBAL TARGETS

We think like the adversary — here's how expansion changes the game

Attack Surface Mapping  —  New regions mean new domains, subsidiaries, cloud instances, and people. We map the full picture.

Regional Weakness Identification  —  Security maturity varies wildly. We target the weakest link — new subsidiaries, outsourced functions.

Cultural & Social Engineering  —  Phishing and pretexting must be localised. Language, hierarchy, and culture all factor in.

Pivoting Across Borders  —  Compromise one region, pivot to another. Shared identity platforms and VPNs are prime targets.



ATTACK SURFACE EXPANSION

What Changes When You Go Global

•New domains, subdomains and IP ranges

•Regional cloud deployments and shadow IT

•Third-party and supplier relationships

•Acquired companies with legacy tech debt

•Remote and distributed workforce

•Diverse identity and access management

What Attackers Exploit

•Trust relationships between regional networks

•Inconsistent patching and hardening

•Gaps between central policy and local practice

•Language barriers in security comms

•Time zone gaps in monitoring and response

•Supplier chains with weaker postures



STORIES FROM THE 
SWARM



CASE STUDY - COMPLIANT ON PAPER, COMPROMISED IN PRACTICE

The Target

• Global brand with offices in multiple countries.

• 3000+ Employees.

• Must comply with Regulations such as GDPR, DORA, etc.

• Microsoft Enterprise .

• Dedicated SOC and Threat Intel provider.

•10,000+ Assets, across multiple providers, regions, domains, software 
suppliers.

What  Happened

• Recon against global perimeter, region by region.

• Identified several publicly exposed applications that seemed like 
internal or back-end applications.

• Found multiple common weaknesses such as default credentials, Server-
Side Request Forgery, insecure access controls. 

• Through use of AI tooling, we were able to chain the vulnerabilities 
together were able to achieve Remote Code Execution. 

• Lateral movement onto multiple hosts including a legacy jump box, 
extracted credentials from memory and were able to jump to PCI 
Infrastructure. 

• Full compromise of PCI infrastructure. 

• EDR was not running correctly on those hosts, so no detections fired. 



CASE STUDY - COMPLIANT ON PAPER, COMPROMISED BY INHERITANCE 

The Target

• Service Provider

• Acquiring a Global IT Support business

• 300 employees to 1500 overnight

• Microsoft Enterprise

• In-house SOC

• Previously had been very difficult to compromise

What  Happened

• Service Provider acquired a larger global IT support company, significantly expanding 
their attack surface overnight.

• CovertSwarm were engaged to assess the acquired company's security posture 
during integration.

• The provided asset inventory was incomplete — through external reconnaissance, 
over 300 additional IP addresses were identified that belonged to the acquired 
company but were not included in scope.

• After confirming ownership and obtaining permission to test, multiple issues were 
identified across the expanded surface: end-of-life operating systems, vulnerable 
applications, and exposed file shares.

• Remote code execution was achieved on one host, which yielded access to over 300 
SSH keys stored on the system.

• Those keys provided access to additional internal hosts across the acquired 
company's infrastructure.

• Critically, several of those hosts had already been migrated like-for-like into the 
acquiring company's environment — the same keys, the same configurations.

• This allowed lateral movement from the acquired company's legacy infrastructure 
directly into the acquiring company's production environment.

• The integration had effectively bridged two networks without reassessing the trust 
relationships being carried over.
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AI-POWERED THREAT ACTORS

AI is lowering the barrier to entry and accelerating every stage of the attack lifecycle

Reconnaissance at Scale  —  LLMs can parse, correlate and summarise OSINT across languages and data sources in minutes. What took a red team analyst 

days now takes seconds.

Phishing & Social Engineering  —  AI-generated phishing is contextual, grammatically perfect, and scalable. Deepfake voice and video add a new dimension 

to pretexting and vishing attacks.

Automated Vulnerability Discovery  —  AI-assisted fuzzing and code analysis are accelerating the discovery of zero-days. Offensive AI tools can identify and 

chain vulnerabilities faster than humans.

Adaptive C2 & Evasion  —  AI can dynamically modify malware behaviour, adapt to defensive responses, and generate polymorphic payloads that evade 

signature-based detection.

Nation-State Integration  —  Multiple APT groups are confirmed to be experimenting with LLMs for target research, scripting, and social engineering content 

generation.



AI, REGULATION & THE COMPLIANCE CHALLENGE

AI creates a new compliance dimension that sits alongside — and sometimes conflicts with — existing cyber regulation

The EU AI Act  —  Another layer of regulation for organisations already navigating GDPR, NIS2 and DORA. Risk classification, transparency obligations, and 

prohibited practices add complexity.

AI in Offensive Testing  —  Red teams using AI tools must consider legal and ethical boundaries. Deepfake generation, automated exploitation, and AI-assisted 

social engineering raise questions regulators haven't fully answered.

Defensive AI Under Scrutiny  —  AI-powered security tools (SIEM, EDR, fraud detection) now fall under AI regulation too. False positives, bias, and 

explainability become compliance concerns.

Speed vs Governance  —  AI moves at machine speed; regulation moves at committee speed. Organisations face a gap where threat actors adopt AI faster 

than frameworks can account for it.



LEGISLATION
& TESTING
FRAMEWORKS



DORA  /  TIBER-EU  /  CBEST

DORA

Digital Operational Resilience Act

•EU-wide regulation for financial entities

•Mandates threat-led penetration testing

•ICT risk management framework required

•Third-party provider oversight

•Incident reporting within strict timelines

Effective January 2025

TIBER-EU

Threat Intelligence-Based Ethical Red Teaming

•ECB framework across EU states

•TI-led scoping of red team ops

•Tests critical functions on live production

•Separate TI and RT providers

•Purple team phase mandatory

Foundation for DORA TLPT

CBEST

UK Financial Sector Framework

•Bank of England / PRA / FCA

•Intelligence-led red team assessment

•Focus on systemically important firms

•Accredited TI and RT providers only

•Tests people, processes and tech

UK's original model



HOW FRAMEWORKS SHAPE OFFENSIVE TESTING

Raising the bar from vulnerability scanning to genuine adversary simulation

From Checkbox to Adversary Simulation  —  TLPT mandates mean annual pen tests no longer cut it. Regulators want realistic red team 
operations.

Threat Intelligence as Foundation  —  Testing scoped by credible TI, not a generic checklist. Who targets you, why, and how.

Cross-Border Harmonisation  —  DORA's adoption of TIBER principles creates consistent standards, reducing duplication.

Continuous Over Periodic  —  The direction is clear: continuous assurance, not point-in-time. Always-on red teaming aligns here.



THE
COMPLIANCE
GAP



WHAT WE ACTUALLY SEE

Findings from red team engagements at organisations that are technically "compliant"

Detection Gaps  —  We regularly operate undetected for weeks inside organisations that passed their last TIBER or pen test assessment. The SOC has the tools 

but not the tuning.

MFA Theatre  —  Supplier assurance questionnaires say MFA is in place. On engagement, we find legacy systems, service accounts, and VPN endpoints without 

it.

Untested Incident Response  —  The breach response plan exists in a SharePoint folder. Nobody has rehearsed it. When we trigger it, the response is 

confused and slow.

Stale Access Controls  —  Former employees, contractor accounts, and overprivileged service accounts persist across regions. Access reviews happen annually 

— if at all.

Shadow Infrastructure  —  Regional offices spin up cloud instances, SaaS tools, and development environments outside central IT governance. We find them; 

the security team doesn't know they exist.



POLICY VS REALITY

What The Policy Says

•All endpoints are patched within 30 days

•Multi-factor authentication is enforced

•Third-party access is reviewed quarterly

•Incident response tested annually

•Data classification applied to all assets

•Network segmentation between business units

•Security awareness training completed

What We Find

•Critical vulns unpatched for 6+ months

•Legacy systems and service accounts exempt

•Dormant supplier VPN access still active

•Plan exists but never rehearsed

•Sensitive data in unsanctioned cloud storage

•Flat networks with lateral movement in minutes

•Phishing click rates still 15-25%



TURNING
COMPLIANCE
INTO RESILIENCE



FROM CHECKBOX TO CONFIDENCE

Compliance should be a byproduct of good security, not the goal

Build a Scalable Compliance Model  —  Map overlapping obligations. One strong baseline covers 80% — then layer regional specifics.

Offensive Testing Validates Controls  —  Don't just document controls — test them. Red teaming proves whether defences work under pressure.

Measure Resilience, Not Compliance  —  Track MTTD, MTTC, MTTR. Report on adversary simulation outcomes, not just audit findings.

Brief the Board in Business Language  —  Translate findings into risk and financial impact. Show how testing reduces exposure.



WHAT TO DO TOMORROW

Five concrete actions you can take back to your organisation this week

Map Your Global Attack Surface  —  Before an adversary does. Include subsidiaries, acquisitions, cloud instances, and third parties across every region you 

operate in.

Run Cross-Jurisdiction Tabletop Exercises  —  Test your incident response across time zones, languages, and regulatory regimes. Find the gaps before a 

real breach does.

Align Testing to Applicable Frameworks  —  If DORA, TIBER or CBEST apply to you, move beyond annual pen tests to intelligence-led red teaming against 

live production systems.

Audit Your Supplier Assurance  —  Don't trust the questionnaire. Validate critical suppliers' controls through testing, not self-attestation. Prioritise those 

with network access.

Build Board-Ready Resilience Metrics  —  Move beyond audit findings. Track MTTD, MTTC, MTTR from adversary simulations. Show the board a resilience 

trend, not a compliance status.



QUESTIONS?
Jack Smith|  jack@covertswarm.com |  covertswarm.com



Compliance/AI 
Panel Discussion 



Thank you for joining us 

today.

Now for pizza!
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